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Introduction:

Many people today have accounts at many different websites for banking, shopping online, e-mail,
news, etc. It can be difficult to memorize a different password for each one, so people often use only
one or two simple passwords for everything. However, this is not a good idea since the password is
often insecure and if it is cracked once, all of your accounts are vulnerable. This program can help
increase the security of your accounts by generating complex passwords to use instead.

How does this program work?

This program in its most basic use requires two inputs: some identifier of the website and a “code.” It
uses a hash function, which calculates a shorter, fixed-length representation of an original value. The
program then uses this hash function and converts the output to characters on a standard English
keyboard. It does not show you the password to avoid the possibility for somebody looking at it over
your shoulder, but instead places on the Clipboard so you can paste it into the online form.

Requirements

Operating System - Windows 98 or newer. Compatible with 32 and 64-bit versions
Software - .NET Framework 2.0 (32-bit download) (64-bit download)
Hardware - Anything that runs an operating system listed above should work



http://www.pirules.net/programs/pwgen/index.html
http://www.microsoft.com/downloads/details.aspx?FamilyID=0856eacb-4362-4b0d-8edd-aab15c5e04f5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=b44a0000-acf8-4fa1-affb-40e78d788b00&displaylang=en

How should I pick the site’s identifier and code?

Before | begin, | must mention that you must remember the identifier and code because you will
probably have to regenerate the password at some time in the future.

Identifier:

The identifier should be unique to the site and you absolutely must remember how you chose it. The
example given is a domain, such as microsoft.com. To make it harder for another person to use the
program and regenerate the result, you might want to make it more unique. Even adding a simple
letter, such as the first letter of your first name before the domain would make it more secure if nobody
knows that you did it. You might also want to use the full URL from the login page. The possibilities are
endless, but, again, remember what the identifier is, and keep it secret!

Code:

The code is essentially a password. However, you probably don’t want to use the same code for every
site because if somebody knows that you use this program, the passwords are only as secure as long as
the identifier and code are secret. Instead, you might want to modify your normal password in some
way with each site. For a simple example, count the number of vowels in the site identifier and add that
before your password. With hash functions, changing even one character makes a completely different
output. Just remember how you choose the code and don’t let anybody know what it is or write it
down.

How do I install the program?

First, download the installer Password Generator.msi and run it.
Click Next > to continue

i Password Generator

Welcome to the Password Generator Setup ._;fi:"'

The inzstaller will quide vou through the steps required to install Passward Generator on your
complter.

W RMIMG: This computer program iz protected by copuright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civi
of criminal penalties, and will be prosecuted to the masimum extent pozzible under the law.




Choose the folder where you would like the program to install and if you would like the program to
install for everybody on your computer or just for you. Click Next > to continue

i% Password Generator

Select Installation Folder

The installer will inztall Password Generator to the following folder.

To ingtall in thiz folder, click "Mext". Toinstall to a different folder, enter it below or click “Browse'".

Folder:

C:4%Program FilesiPi ruleshPazsword Generators, [ Browsze. . ]

| DiskCost. |

Inztall Paszword Generator for wourzelf, or for anyone who uzes this computer:

(#) Everyone
1 Just me

Cancel ] [ < Back ] [ Mext = l

Click Next > to finish the installation, or < Back to change your settings

i@ Password Generator

Confirm Installation

The inzstaller iz ready to install Password Generator on your computer.

Click "Mext" to start the inztallation.

Cancel ] [ ¢ Back ] I Mewt »




Wait for the installation to complete

iw Password Generator

Installing Password Generator

Pazzward Generator iz being installed.

Fleaze wait...

| |

Cancel

Click Close when it is finished to exit the installation.

i@ Password Generator

Installation Complete

Pazzword Generator haz been successfully installed.

Click "Cloze" to exit.

Pleaze uze ‘Windows pdate to check for any critical updates to the MET Framework.

Cloze




Using the program

You can access the program either through the desktop shortcut (Password Generator) or through the
Start Menu under the “Password Generator” program group. The instructions and readme are located
in the Start Menu.

1. Use the hints for creating an identifier for the site and a code.

2. Click on “Generate Password” when ready

3. Paste the password into the password field on the online form

Advanced Features

The program has a few advanced features for more technical users. To see these, check “Show
Advanced Options.” You can choose the hash function from MD5 (default), SHA-1, SHA-256, SHA-512,
and RIPEMD-160 as well as the number of characters in the generated password from 8 to 32 characters
(16 default), although MD5 and RIPEMD-160 can only create up to 16 characters for the password. You
can also choose a text file to use instead of the code, but the file must not change or the generated
password will change.

@ password Generator 1.0 = 8] % Password Generator 1.0 (- 8]

Site identifier: [ex. microzoft.com]  Program website |Site identifier: (e, microsoft.com]  Program website website|
| | Code:

Code: | |

[ Generate Password ] ’ Clear Al ] [ Exit ]

[ Generate Password ] [ Clear Al ] [ Exit ] Copyright 2007 Pi rules Bepart an error
Copyright 2007 Fj rules Bleport an error Show Advanced Options

Show Advanced Options Hash Functian: Characters in Passward:

Hash Function: Characters in Password: D | 18 [default] A |
'MDE v | |16 (defaull v| ] P T ——

U SHA-206
[] Usze text file instead of code
ooz File SHAE1Z

RIPEMD-150
Advanced Features Available Hash Functions

& password Generator 1.0 B

Site identifier: [ex. microsoft.com)  Program website

| l

Code:
l |
[Generate Password] [ Clear All ] [ Exit J

Copyright 2007 Pi rules Feport an error
Show Advanced Options

Hash Function: Characters in Password:
'MD5 v | |16 [defaul) v/

[[] Use text file instead 8

1 16 (default

120 (SHA only) v
$ 25 (SHA-256 & -512 only)
(32 (SHA-256 & 512 only] |

” -

Available number of characters in password



